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About me

 Notes/Domino developer
e Design Partner for Domino NEXT

e Sametime /Java/ DB2/
WebSphere / web

e Active blogger: lekkimworld.com
e Speaker at Lotusphere

* Numerous articles for THE VIEW
e LotusScript.doc/ Lwwilk i

. ~.com/lekkim
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What’s this session about?

Use Domino policies to seamlessly and
transparently provision, install and manage Java
extensions on the Notes 8.x Standard client.

Control Notes clients to only allow the
extensions we, as administrators, allow them to
install or we install for them.
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So what do we need?

e Signed Java extension to install

e Notes/Domino 8.5.1 policies

— Previously the policy controls
we needed wasn’t in place ‘«

 Widget Catalog
e Certificate management
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Java extensions

* |In"Eclipse speak” Java extensions are really two
things — plugins and features

* Plugins and features are delivered as JAR-files

— They are just ZIP-files with a certain directory structure

* JAR-files may be signed ie. it may be verified that the
file hasn’t been changed since being signed

12

 The signature information is
kept inside the JAR-file along
with the code
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Plugins and features

e [t's important to distinguish
between plugins and
features

 Only features can be
installed using the Ul

e Features reference plugins

* Plugins are where the
functionality is
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Plugin and feature anatomy

Plugin Feature
e META-INF/MANIFEST.MF e feature.xml
— Contains plugin version info — Which plugins make up the
and dependencies feature (incl. which versions)
e plugin.xml — License, copyright etc.

— Extension points used /
exposed

— Where to go for updates to
this feature

e Java code
— Well duh!

e Resources

Localization, images,
properties etc.
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Eclipse Update Site

-~
Mame

Where you install features from  fentures
Made up of three parts .plug_ini

V2 )) . | prajec
— "features”-directory ) artfactssa
— ”plugins”-directory =] contentxml
— site.xml 2 sitexml

May be contained in a zip-file, may be a directory on
local disk or network share, accessible over HTTP or
NRPC (Notes only)

Lotus Domino ships with an “Eclipse Update Site”
template (accessible using HTTP and NRCP)

— It’s easy to use and we like easy!
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1.

Why do we need control?

Java extensions run with VERY : ’ " |

broad permissions

No runtime execution control
list (ECL) for Java extensions

(yet!) so we need control at
install time
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Why do we need passports?

 Immigration officials have trust in my identity
because it’s stated in my passport

 They don’t trust me but they trust the Danish
government to issue passports to its citizens

* By holding a Danish passport

they trust me to be a Danish
citizen and of a given identity
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Certificates are passports for software

e Digital certificates are used to establish trust
between pieces of software

e Uses public key cryptography
e A certificate has to be issued by someone

— | may issue one to myself a.k.a. a self-signed certificate

e How do we decide who to trust? That’s where we
need a certificate authority such as VeriSign, Thawte
or our selves...
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Domino Certificate Authority

o Re mem b er |t ? l, _Cf_f‘fgﬁﬁﬂml'l_dlﬂh_ﬂdiﬁ XYZ _, do hereby certify that

e The temp|ate Ships With | nismer pusiic key is #9E5143EF1C
Domino and you can use Cotheation.

it to create a PKI for

internet certificates

e |f you’re notin the US| recommend
using the iKeyman application from
IBM to create the root certificate as it
doesn’t require state information

darninve

Certificate

Authority

Certificate
Authority
Configuration @&
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Certificates as they relate to Notes

* All Notes users have a certificate issued by an organization or
an organizational unit
— The organization trusts organizational units to issue certificates
— We all trust each other since we have a common certificate

 Notes ships with a public key infrastructure a.k.a. PKI
 Used to encrypt and sign data
e We call these”Notes certificates”

e For Java extensions we need an equivalent infrastructure but
for internet certificates (”SSL certificates”)
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Two kinds of certificates

* |In Notes we may also use internet certificates
— Secure web access aka. HTTPS
— Secure e-mail aka. S/MIME

 An internet certificate differs from a Notes certificate
but the internet certificate for a user may be kept in
the id-file (on the server it is kept in a key-ring file)

e Just like a Notes certificate may be used to verify a
user identity so may an internet certificate
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Trusting/deploying the internet cert.

e As with Notes certificates we trust internet
certificates by cross-certifying them

e We deploy using Domino policies and the important
piece is in the Security Settings document
— This is new with Domino 8.5.1

e |f you're on a pre-8.5.1 release you may roll your
own but upgrading is probably easier...
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Java sighatures and Notes

e Java signatures are verified by the Notes client at

Java extension install time

 The public keys used to verify signatures are kept

with the internet certificates

 Notes keeps internet certificates
in the personal NAB (and
private keys in the id-file)

e We only need to concern ourself
with the internet certificates
when discussing Java extension

L

-0

- /
A
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Signing a JAR-file
e The Java Development Kit (JDK) ships with
jarsigner.exe to sign JAR-files
e Tosign: jarsigner myfile.jar myalias

* When signing we need a private key and a
Java keystore to hold the key
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What does it mean to sign something?

Signing

Hash
function > 1071100110107
tHash

Encrypt hasy
using signers
private key

O

E 111101101110

| Ceftificate Signature

_________ f_J

‘mﬁ

Digikslly slgned daka

Verification

N

Dats
Hash
fanction

Digitally signed data

101100110101

?

Hash

N

ﬁ1111011u1110

Signature

Decryp:
using signer's
public key

101100112101
Hash

If the hashes sre equal, the signature is valid.
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Deploying the Java extension

* You deploy Java extensions using MyWidgets and a
widget catalog

e A widgetis just a XML document
* We call the XML document a “widget descriptor”

e The widget descriptor may be crafted by hand or
using the new “features and plugins” widget type in

Notes 8.5.1
Where is the information you want to use to create your widget?
() Motes Yiew, Document, or Form
Remember: Extensions for ) Web Page
Notes has to be packaged © Feed

oG le Gad
as features before they can | fongle Bedgen

be deployed

@ Features and Plugins
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Widget descriptor (1/4)

<?xml version="1.0" encoding=""UTF-8"7?>

<webcontextConfiguration version="1.1">
<palleteltem contributeToSideshelfOnStartup="false" doubleClickCommandld="""

1d=""1534574583" 1mageUrl="" modified="false” title="Test widget”
providerld=""com.i1bm.rcp.toolbox.prov.provider.ToolboxProvisioning"
url=""http://serverl._example.com/__ c125764a004795e6.nsf">

<data><instal IManifest><![CDATA[

<install>
<installfeature i1d="com.example.fe

version="1.0.0">

<requirements>
<feature i1d="com.example.featl"

match=""perfect"” />
<feature i1d="‘com.example.feat2"
match=""perfect" />
</requirements>
</installfeature>

</install> _ o
URL where the Eclipse update site is — may

]11></i1nstal IManifest></data>
</palleteltem> use the NRPC protocol if hosted on Domino
</webcontextConfiguration>

t1" name=""Test widget"

version="1.0.0"

rsion="2.0.0"
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Widget descriptor (2/4)

<?xml version="1.0" encoding=""UTF-8"7?>

<webcontextConfiguration version="1.1">
<palleteltem contributeToSideshelfOnStartup="false" doubleClickCommandld="""

1d=""1534574583" 1mageUrl="" modified="false” title="Test widget”
providerld=""com.i1bm.rcp.toolbox.prov.provider.ToolboxProvisioning"
url="http://serverl._example.com/_cl125764a004795e6.nsT"">
<data><instal IManifest><![CDATA[

<install>
<installfeature i1d="com.example.featl"™ name="Test widget"

version="1.0.0">

<requirements>
<feature i1d="com.example.featl” version="1.0.0"

match=""perfect" />
<feature i1d=""com.example.feat2" version="2.0.0"

match="perfect" />
</requirements>
</installfeature>
</install>
Part of the payload is the install manifest

]11></i1nstal IManifest></data>
</palleteltem> specifying what to install / uninstall...

</webcontextConfiguration>
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Widget descriptor (3/4)

<?xml version="1.0" encoding=""UTF-8"7?>

<webcontextConfiguration version="1.1">

<palleteltem contributeToSideshelfOnStartup="false" doubleClickCommandld="""
1d=""1534574583" 1mageUrl="" modified="false” title="Test widget”

providerld=""com.i1bm.rcp.toolbox.prov.provider.ToolboxProvisioning"
url="http://serverl._example.com/_cl125764a004795e6.nsT"">
<data><instal IManifest><![CDATA[

<install>
<installfeature i1d="com.example.featl"™ name="Test widget"

version="1.0.0"">
<requirements>
<feature i1d="com.example.featl"
match=""perfect"” />
<feature i1d="‘com.example.feat2"
match=""perfect" />
</requirements>
</installfeature>
</install> We specify the feature to install by its ID

1]></instal IManifest></data> and which version we want to install as there

</palleteltem> . . .
</webcontextConfiguration> might be multiple versions of the same feature
on the update site...

version="1.0.0"

rsion="2.0.0"
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Widget descriptor (4/4)

<?xml version="1.0" encoding=""UTF-8"7?>

<webcontextConfiguration version="1.1">
<palleteltem contributeToSideshelfOnStartup="false" doubleClickCommandld="""

1d=""1534574583" 1mageUrl="" modified="false” title="Test widget”
providerld=""com.i1bm.rcp.toolbox.prov.provider.ToolboxProvisioning"
url="http://serverl._example.com/_cl125764a004795e6.nsT"">
<data><instal IManifest><![CDATA[

<install>
<installfeature i1d="com.example.featl"™ name="Test widget"

version="1.0.0">

<requirements>
<feature i1d="com.example.featl” version="1.0.0"

match=""perfect" />
<feature i1d="com.example.feat2" version="2.0.0"

match="perfect" />
</requirements>
</installfeature>

</install>
11></instalIManifest></data> And we specify the requirements for the

</palleteltem> ] installation of the feature — notice that the
</webcontextConfiguration> i i )
feature itself is a requirement...
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Live demo
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Desktop settings (1)

Desktop Settings : Default desktop settings
{

Baszics ] Srmart Upgrade l Applications l Dial-up Connections ] Accountz | Mame Servers l 55L l Applet Sec

Inztall widgets fram e-mail ar  Dizable Inherit

other:

Install widgets from catalog:  Dizable Inherit

Publizh to catalog zo others  Dizable Inherit
can browse (zubject to catalog

ACLS):

‘Widget catalog server: zerverliExample ™ Inherit ’
Wwidget catalog application widget_catalog.nsf [T Inherit :
narme; “
Wwidget catalog categoriez to Ourwidgetz, Provizioned Pluging [T Inherit :
inztall:
Enable Live Text: Enable [ Inherit
Show the My Widgets panel in Yes [T Inherit ;
the zidebar: ]
Restrict the addition of widgets Dizable [T Inherit
to zpecific tvpes:
Restrict provider 1D far Dizable ™ Inherit
inztallationfexecution: i
Restrict extension point 1Dz for Disable ™ Inherit %
inztallationfexecution:
Create and manage an action: Enable [ Inherit
Create and manage Yes ™ Inherit
recognizers and content tvpes:
Enable default recognizers:  Enable [T Inherit ;
Send widgets using e-mail: Enable [ Inherit
I
I
r
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Desktop settings (2)

Desktop Settings : Default desktop settings -«

Baszics l Srmart Upgrade l Applications l Widgets l Dial-up Connections l Accounts l Mame Servers l SSL] Applet Security l Proxies l [ ET l Preferences l CD’

Bazics l Mizcellaneous l Wird o Managementl Regional Settings l Internetl A ail l Inztant beszaging l Replication l Metwark Portz l Fontz and Colors l

-\ »

Window management; [ Inherit [~ Enforce )
Dizplay sidebar; NCE [ Inherit [ Enforce r

On restart reopen tabs: e [T Inherit [ Enforce ;

Uze large icons: NCE [ Inherit [ Enforce >~
Hide "Feeds" Panel: Ma [ Inherit [~ Enforce .

Hide "Dav-a4t-A-Glance" Panel:  Yes [T Inherit [ Enforce r
Hide “Activities" Panel: Yes [ Inherit [~ Enforce

Hide "Sametirme Primary Yes [ Inherit [ Enforce ,
Contacts” Panel:

Hide "Sametime Contacts" Panel: Mo [ Inherit [~ Enforce 3
Hide "y Widgets" Panel: Mo [T Inherit [ Enforce K
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Security settings (1)

-

Security Seftings : Default security settings E(

Bazics ] FPazzword Management l Ewxecution Contral List ] k.evs: and Certificates | Signed Flug-ins l Portal 5

-

-

[ Enable OCSP checking V_r

¥ Cedificate Links . y
_h=Demao CAO=Ezample/ST=CPH/C=DE y
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Security settings (2)

Security Sefttings : Default security settings

Bazics l Fazzword Management l Execution Control List l k.evz and Cerificates

Inztallation of plug-ing that are Mever ingtall
expired ar not yet valid:

Inztallation of unzigned plug-inz:  Mewver inztall

Inztallation of plug-ing zigned by MNewver inztall
an unrecognized entity:

Trust IBR plug-in zigning Slweays trust for install
cerificate:
lgnore expiration for tirme Mewver install

stamping cerificate:

Signed F'Iug—in3§ Faortal Serer l D Va}

[ Don'tzetvalue

[ Don'tzetvalue

[ Don'tzetvalue
[ Don'tzetvalue

[ Don'tsetvalue

£
{
J
p
o
S 4
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Interesting Eclipse settings

<notes>/data/workspace/.metadata/.plugins/
org.eclipse.core.runtime/.settings

e org.eclipse.ui.workbench.prefs
— RUN_IN_BACKGROUND-=true

Desktop Settings : Default desktop settings :
Dial-up Connectionsz l Accounts l Mame Serers ] S50 l Applet Se-:urity] Proxies l kdail . Cugtom Settings l .ﬁ.dministrar

MNotes.ini ] Locations ] bManaged Settings l 5

BLM_IM_BACKGROUMND=true: arg.eclipse.viwarkbench

’
\‘J\w "H*\-’" S M—*M -.M__M“'~-ff
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When deployed to the client

Advanced ] New~ [ Edit 32 More~w \
|Issued By |Issued To
= k Internet Certifiers
Accounts + Internet Cross Certificates
= Connectians * [Example

T Locations Cl=Demo Ca0=Fxample/ST=CPHIC=0K
T Certificates

T International MIME Setlings
Bl contacts

O R Y sl N - Y I Y T /
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Restrictions, restrictions, restrictions

Desktop Settings : Default desktop settings

Easics l Smart Upgrade l Applications l

Wwidget catalog server: zerverl/Example ™ Inherit
‘Widget catalog application widget_catalog.nsf ™ Inherit
name:

‘Widget catalog categoriesto Qur'Widgets, Provizioned Flugins ™ Inherit
install:

Enable Live Text: Enable r

Show the My Widgets panel in Yes |—

the sidebar:

Restrict the addition of widgets Enable r

to specific tvpes:

Enable pravider IDs forwidget com.ibm.rcptoolbox.google.provid r

addition: erinternal.GooglePalleteProvider.c
om.ibm.rcp toolbox prov.provider. T
oolboxProvizioning. com.ibm.rop o
olbox. zearch.provider. SearchPallet
eProvider

Enable

Restrict provider |Dz for Inherit

installation/exe cution:
Enable provider IDs for
installationfexe cution:

comm.ibm.rep toolbox.google. provid Inherit
erinternal.GooglePalleteProvider.c
om.ibm.rcp toolbox prov.provider. T
oolboxProvizioning. com.ibm.rop o
olbox. zearch.provider. SearchPallet

eProvider

Restrict extenzion point IDs for Enable Inherit
installation/exe cution:
Enable extenzion point IDz for org.eclipse.ui.popuphenus,.com.ib ™ Inherit
installationfexecution: m.rcp.content.contentTypes, com.ib

m.rcp.annotation.regex.regexType

z,com.ibm.rcp.uishelfiews, org.ec

lipze.viviews, org.eclipse.uiviewdc

tions,com.ibm.rop textanalyzer2 Di

ctiohaties.com.ibm.rcp.search.eng

ines.searchEngines.com.ibm.rop.s

earch.ui.searchBarSets
Create and manage an action: Enable ™ Inherit
Create and manage Yes ™ Inherit
recoghizers and content types:
Enable default recognizers: | Enable ™ Inherit

WAMQWJM 'Mm“u—-_.\m\_ r.._IM " e

.:!

“+

Dial-up Connections l Accounts | Mame Servers l S5L l AppletSl

- 4

X
-

Which widget types may the
user create using Ul

Which widget types may the
user install using Ul/policies

Which extension points may
the user install using Ul/policies
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@ start Configuring Widgets @:-Smnetime Contacts ==
Start Configuring Widgets B Feeds ==
Configure widgets and put them in the sidebar, ar wire widgets so that users can take action on Live Text. fﬁ Day-At-A-Glance =
5 My Widgets ~=
| Zatalog 3
‘fou can configure
+ YWidgets, using components such as a Web page or Google Gadget in the sidebar _ A LE.]J et Started. ..

« Livee Text widgets that wire bext to components such as: A Goagle Gadget

+ Web content such as Web pages and Google Gadgets T e

(s
Configure Live Text by connecking textual "content kypes” to applications. Use existing content bypes (like people's Configure Recognizer. ..
names) o create your own by defining a pattern to recognize, i Fio em -
L] - AIE F
For example, configure an action to look up someone's name in your corporate directory, or to look up the status of a si0 Manage Widgets, Conkent, and Recognizers
Flight by clicking on an underlined flight number in an email. Simply define the Format of a Fight number using regular | R ize 4l Cantent
expressions, and then configure wiring to an airline wehb site that looks up the status af flights. { BLOnRe OnLery
You can create a widget wherever yvou ses the "Configure a Widget" Toolbar butkon: E5 i
Then publish it in the Widget catalog For others ta use. P e
Where is the information you want ko use to create vour widget? sU Open in New Window
© Google Gadgets of Hide Panel: My \Widgets
LR Mirirniz

@ Home - IBM Lotus Motes

File Edit “iew Create Actions Text Tools
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Restrict to widget types

e com.ibm.rcp.toolbox.google.provider.internal.GooglePalleteProvider
— Allow Google gadgets

e com.ibm.rcp.toolbox.web.provider.WebServicesPalleteProvider
— Allow widgets using web pages

e com.ibm.rcp.toolbox.feeds.FeedPalleteProvider
— Allow widgets using feeds (Atom, RSS)

e com.ibm.rcp.toolbox.prov.provider.ToolboxProvisioning
— Allows provisioning of Java extensions using widget descriptors

e com.ibm.notes.toolbox.provider.NotesViewPalleteProvider
— Allow Notes views / documents in widgets

e com.ibm.notes.toolbox.provider.NotesFormPalleteProvider
— Allow Notes forms in widgets

e com.ibm.rcp.toolbox.search.provider.SearchPalleteProvider
— Allow widget to go into the search box
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Restrict to extension points

e org.eclipse.ui.popupMenus

e com.ibm.rcp.content.contentTypes

e com.ibm.rcp.annotation.regex.regexTypes
e com.ibm.rcp.ui.shelfViews

e org.eclipse.ui.views

e org.eclipse.ui.viewActions

e com.ibm.rcp.textanalyzer2.Dictionaries

e com.ibm.rcp.search.engines.searchEngines
e com.ibm.rcp.search.ui.searchBarSets
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The widgets below had issues during installation. See the log for more details,

-plugine 0 E: 1 .
S r ameworkh i ] Google Maps WWizard

Google search

=unknown ::thre

value whenever modified v [ Inherit ‘
value whenever maodified v | I Inherit
on "
.method=unknown @ e 4 ::loggername= Libm.rocp.tool bl [ Inherit
method=unk HE ar ead-4 ::loggernam Cibm.rop ?
112 IMFD et STA o HH ad e ::Toggernam ibmarcp. [ Inherit :
SEVERE Imwalid preference page path: ric .method=unknown ::thread=main ::loggername=org) walue whenever modified W [ Inherit 'g
INFD Bundle mt ETED ::c v i ithread=Thread-4 ::loggername= Jibm.rop. prowd - .
[ Inherit
Enable provider |Dz for widget * com.ibm.rcp toolbo=.google provi [ Inherit
addition: der.internal GoogleFalleteProvider
| r.
- . r . .
Restrict provider |Ds for " Dizable 4= [ Inherit
inztallationfexecution:
Restrict extension point IDs for * Enable 4= [ Inherit
et allationfer e o o
Enable extension point IDs for * org.eclipze.ui.popuphenus [ Inheritﬁ
ingtallation/execution: |
Create and frahage an aflf%‘ Enable =] | ery'
e e ¥ o &Y
ST L Sy W N NP Wj

-"b-hﬂﬂ“n R e
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ERROR!

2009/10/12 10:03:14.046 SEVERE
CLFWWOO17E: Cannot install extensions
for org.eclipse.ul.views because the
administrator has restricted
extension installation.

- -class.method=com. 1bm.rcp.dynamic.ex
tensions.DynamicExtensionRegistry.loa
dStore() ::thread=Worker-4

- - loggername=com. 1tbm.rcp.dynamic.exte
nsiIons
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Debugging using OSGi console

<notes>/data/workspace/.config/rcpinstall .properties
— com.ibm.rcp.provisioning.level=FINEST
— com.ibm.rcp.toolbox.level=FINEST

Lotus Motes B.5 (console) Properties

General | Shortcut |C0mpatibilit_l,l

Iﬂ 1 ";I Laotus Mates 8.5 [conzale]

<notes>/notes.exe —RPARAMS —console il i

Target lozation: Motes

Target: |D:\N0tes\notes.exe -RPARAMS -consale |

Start in: |d:\Notes\framework'\ |

Shorteut key: |None |

Run: | Marmal window hd |
Commenl k- |LDTUSS”1 |Lotus Symphony Documents |
[ Find Target. .. ] [ Change |con. . ] [ Advance d... ]

ak ] [ Cancel
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 What then happens when trying to install

Stay alert

unsigned feature?

 What if you change a feature after it has been

signed?

i J CWPPROO3ZE: The requested pravisioning operation(s) Failed.

&3
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Caveats

 Be aware that multiple widget categories in the desktop
settings must be comma-separated

e There are numerous policy settings controlling MyWidgets
you might want to look at while you’re at it...

e Sometimes resetting the “categories to install” field to blank
doens’t uninstall all widgets and comma separate multiple
values

e Don’t change the discovery URL using update site template
for signed features as this will invalidate the signature

e Pay attention to what you restrict — both for widget types and
extension points
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Resources

e http://lekkimworld.com/nllug2009

— Presentation, step-by-step demo-script and links
will be available from Monday

e Domino Administrator help
— Internet Certificates
— Widget Deployment

e Lotus Expeditor Info Center

* Feel free to come by our booth to talk and
discuss
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Q&A

e But...
e How...
e Doesn’t that mean?

e Giveittomell ©
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