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End-to-End HOWTO guide for silently
and transparently provisioning and
Installing Java extensions to Notes

8.5.1+ clients using policies
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Prerequisites

I will assume that you
e are using and have started the CA process server task (load CA)
e have downloaded a Java Developer Kit and added the “bin”-directory of the install to the
PATH of your machine so you can use jarsigner.exe and keytool.exe
e are fairly well founded in the Lotus Domino and Lotus Notes clients and terminology

Create databases

1. Using Notes create an Eclipse update site database on a Domino server
a. Template: "Eclipse Update Site” (advanced template)
b. Filename: updatesite.nsf
2. Using Notes create a widget catalog database on a Domino server
a. Template: “Widget Catalog” (advanced template)
b. Filename: widgetcatalog.nsf

Create root certificate

1. Start iKeyman

2. Create keystore for your root certificate authority (CA) using a “Key database type” of
“Keyring file”.

3. Note down the filename and the password you use. I’m using d:\work\cakeyring.kyr

Key Database File Create View Help

[s=T=]
B

-

Key datal inf At

DB-Type: | |

File Name: |

Hey datal content

Personal Certill'[2%773 E| eive...

Key database type |§Keyring file - |

File Name: |cakeyrmg byt | Browse... Edlit.

Location: |D.\wurk |

| OK ,,nil‘ Cancel H Help ‘

J

i artificate... |
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4. Change to the “Personal certificates” section using the dropdown and create a new self-

signed
"'J..

certificate using the “New Self-Signed...” butt

on the lower right corner.

Crolden

Key Database File Create View Help

Ul =R

Key database inf

DB-Type:  [Keyring file |

File Name: 1D.\wurk\uakewmg kyr

Key database content

[Personal centicates

E Create New Self-Signed Certificate

Key Label
Version

Key Size

Organization

lease provide the following:

Common Name

Organization Unit (optional) |

Locality {optional) |

StateProvince {optional) ,7
Zipcode ptional) [ |
Country or region DK w

Validity Period

|onTime Root Certificate Autharity |

[xs0ovs v
oot =

|Root Certificate Autharity
|onTime

7300 Days

5. Close and iKeyman application

Migrate the internet certifier into Domino

Open the Domino Administrator client
Change to the “Configuration” tab, open the “Certification” tool-section on the right and
click “Migrate Certifier...”. Now click the “Select...” button to select the keyring file you
created above. When asked specify the password for the keyring file.

] Messaging.. I F\epllcallon} Enh‘iguralinn(y.«l )

ile
109 on Windows /<P 5.7 Intel Pentium

1.
2.
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Migrate Certifier [ %]

Cancel

Migrate cetifier file to Certificate Autharity Process:

Please select either a Lotus Notes certifier 1D file or & certifier
kepring file:

g

Migrating the certifier to C& process provides several kep benefits. For mare information, see the
Droming Administration Help.

w Tools

2
o Certification
Certify... @'
Cross Certife
Cross Cetify Key...
Edit Multiple Passwords
Edit Recovery Information
Extract Recovery Password...
Recover ID File...
Rollover Certifier Key.
Rollever Cross Certificates..
higrate Certifier . @
hodify Cenifiar@
Certification Log
ID Properties
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3. Choose to encrypt certifier with the server ID (or follow whatever guidelines you have in
your organization)

Migrate CN=Root Certificate AuthorityfO=0nTime/C=-DK

Basics | Certificates | Misc. |
Migrate certifier with idfkeyring: o \workhcakepring kyr
Select the server on which this certifier will n: | zerver! /E xample -

Name of ICL database to be created: ichRoot Certificate Authority. nst g

How this certifier is protected

Enciypt certifier ID with: () Locking ID
@ sewver | '

] Require password to activate

Password: Fe-enter Password: I:I

Administrators]

CAA RA Mame Add...

¥ ¥ Domino Admin/E xample
Delste

List of

2: ministrators.
0K d j Cancel

4. Now wait a few minutes until the certifier has been migrated in Domino. You’ll see a
message on the server console once this has been done.

Change to the Domino server console
6. Refresh the CA process and verify that you certificate has been successfully migrated using

the following server console commands:
a. tell carefresh
b. tell ca status

o

@ Mark server1/Example: Lotus Domi

Issue internet certificate to a user

1. In the Domino Administrator client switch to the "People & Groups” tab
2. Select the user to issue the certificate to and choose Actions\Add Internet Cert to Selected

People (Please note: The user(s) you select must have an e-mail address specified in their

l{=5l 3 {} -_} “:Q} u‘:]_ Apply Delegation to All Selected Entries

P ) Edit Direckary Profile
{54 Pk | Edit Administr stion ECL

DEMO Domain - Set Secure Internet Password
( ) Add Admin Raoles b Access Conkral Lisk
Jﬂ] People & Grou IE= Remove Directary Profile
= d_]-:l UpdatedutoDialerSchedule
J @ Servet=en

Builc Recertify Selected People
&dd Internet Cert ko Selected People

Jration ]

&"J 7 [ﬁl Domino Dire "*4 on @Delete Person @Copy to Persar

» ([ DEMO's [ Rename Selected People

4 r,Q,] Peog Tt Password Figlds e Telephone
voAS G porads to More Secure Internet Password o 7 3""
] M@ Edit Document @\J
v (& PoliE  Forward
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3. Inthe “Choose a Certifier” dialog choose to use the CA process and select the certificate
you migrated into the CA process above. Then click OK.
Choose a Certifier |

Server... zerverl /Example

() Supply certifier key ring file and password

() Usze the CA Process |1 .

CA configured X

[Mone Assigned] A

Maone Assigned

CHN=Root Certificate Autharity/0=0nTime/C=0k

The 'Usze the CA Process' option allows you to specify a certifier without
access to the certifier key ring file or password,

r”ﬂ}' Cancel

4. Choose the length of time to certify the user for and complete the process. If the process
fails it’s usually because no e-mail address is specified for the user(s).

5. Wait a few minutes and make sure the new certificate has been added to the Internet
Certificate tab in the users person document

Person: Domino Admin/Example domino.admin@example.com
Baszics ] WorkiHorme ] Otherl hizcellaneous ] Cetificates l Raoatming l Adrministration ]

MNotes Ceificates ] Internet Certificates l Flat Mame Key l

Internet cerificate: Prezent
lszuer nameis): 1. CH=Raot Cerificate AuthoritO=0nTimelC=DkK,

Accept the certificate into the id-file and export the certificate

1. Change to the Notes klienten and authenticate with the home server of the user. This is
easiest done by pressing Ctrl-F5 and then opening the mail file from the server.
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2. Choose “File/Security/User security...” from the menu and change to the internet certificate
section and verify that the certificate has been automatically imported into the users id-file

User Security

&=

Security Basics

Your Names

Your Certificatiz

ﬂ # Identity of Others
¥&  Wha Dthers Do
@ I Notes Data

= Mail

st ]| [nternet Ce

“Your certificates provide a zecure way ta identify you ta Mates and ather programs. Your ID mayp contain

€ = Your Identity & 1 cerificates used to secure Notes communications az well as certificates used with the Intermet.

gl 3 des pour Intemnet certificates, and certificates for the certificate
rities that issued your certificates.

Type | lssued Ta &
Root Certificate Authority
B  domino. admin@example. com

| lssued By =
Root Certificate Authority
Roat Certificate Autharity

Other Actions... ™

Selected item
lssuedto  Root Certficate Autharity [Email]
lssued by Root Certficate Autharity [Email)
Actvated  23-10-2003 Type Internet certificate authority
Espires 25-10-2029 Fingerprint 9B16 B3BE BB4E ED15 D051 1003 7790 EEER

gdvance;:l D Btai\é... 1
ok

Get Cerlificates... = [

Cloze ]

[ 7 x|

3. To use the certificate to sign Java extensions we need to export it. To export the certificate
you have to select the user certificate in the list and then choose “Other actions\Export
certificate”. Export the certificate using the PKCS#12 format. Accept the defaults presented

=  Securly Basics
€ = Your Identity

Your Names

@ + |dentity of Others

to you and make a note of where you save the pfx-file.

Your Certificates

Your certificates provide a secure way to identify you to Motes and other programs. Your [0 may contain

certificates used to secure Notes communications as well as certificates used with the Intemet.

IAII Internet Certificates

authorities that issued your certificates.

Your Smartcard

Type | lssusd To &

lzsued By &

Fioot Certificate Authority Certificate duthority

| Includes vour Internet certificates, and certificates for the certificate

Get Certificates... *

"{3 + What Others Do

domino. admind@example.com

0

Certificate Authority
& # Notes Data

= Mail

Select Export File Format

If you are exporting a certificate and your private key, use PKCS12 encoding.

() Binary encoded ¥.509

() Basefd encoded #4509

() PKCS 12 encoded

Include related certificate authority certificates if available.

2)
N Other Actionz.. M

mino. admini@example. com

9300 07EF ADS2

_j Cloze .

() PKCS 7 encoded
Eontinue’:; Cancel I
A ]

Convert the certificate from PKCS#12 format to Java Keystore

format

1. Download the KeystoreUTtil Java program from http://lekkimworld.com/keystoreutil and

follow the steps specified there to make it work. Make sure you download it to the same

directory as where you saved your pfx-file.

Page 6 of 14
Author: Mikkel Flindt Heisterberg, http://lekkimworld.com
Version: 031120091142



This work is covered by the Creative Commons Attribution-No Derivative Works 2.5 Denmark License
http://creativecommons.org/licenses/by-nd/2.5/dk

2. Open a Command prompt and change to the directory where you saved the pfx-file above
3. Using the KeystoreUTtil program convert the pfx-file to Java Keystore format using a
command like the following: keystoreutil <pfx-file> <password> <Java keystore filename>
a. Example: keystoreutil domino_admin.pfx password keystore.jks
b. Important: Make a note of the alias generated by the tool. The alias will be
“signerkey”.
4. (Optional) Verify the generated Java keystore using the keytool command
a. Example: keytool —list —v —keystore keystore.jks

s+ Command Prompt

B0 work*keystoreutil
Guntax: Heystoreltil <pkcsl2 keystore?> <pkesl2 keystore password? {jks keystore?|

D:work>keystoreutil domino_admin.pfx password keystore.jks
Found alias: domino admin id exported from lotus notes

Found key with alias: domino admin id exported from lotus notes
|Created new signing key with alias: signerkey

D:work>*keytool —list —v —-keystore keystore.jks
Enter keystore password:

Keystore type: JKS
|Heystnre provider: SUN

Your keysztore contains 1 entry

flias name: signerkey
Creation date: 38-18-2809%
Entry type: PrivateKeyEntry
Certificate chain length: 2
Certificateli]l:
Owner: EMAILADDRESS =domino.adminPexample.com, CN=Dominco Admin. O=Example
Izsuer: CN=Root Certificate Authority, 0=0nTime,. C=DK
Serial number: 5f94B71fa7a1a952f9?7ff17?9f11?4ac3a4?395
Valid from: Thu Oct 29 14:54:25 CET 2082 until: Sun Oct 38 14:52:38 CET 2811
Certificate fingerprints:
MD5: FA:6D:15:97:37:3D:A4:1D:7A:DF:92:D@:87:6F:AD:82
SHAl: F9:27:12:D@:D7:1C:23:E4:67:8A:2D:58:1E:A1:21:CA:6F:C6:=81:89
ﬁignqturegalgorithm name : MDSwithREA
Eersion -

Extensions:

f1: Objectld: 2.5.29.15 Criticality=true
Keylsage [

DigitalSignature

Key_Encipherment

Data_Encipherment

Key_figreement

#2: ObjectlId: 2.5.29.31 Criticality=false
CRLDistributionPoints [
[DistributionPoint:
[URIName: ldap:/~serverl._example.coms/CH=Rootx2@Certificatex2B8Authority 0=0n
g%me.C=DH]

Certificatel2]:

Ouner: CH=Root Certificate Authority. 0=0nTime, C=DK
Issuer: CN=Root Certificate Authority,., 0=0nTime. C=DK
Serial nunber: d4aeaehbd

Import the internet root certificate into the Domino Directory
and cross certify it

3. Change to the Domino Administrator client
4. Change to the "Certificates” view on the "People & Groups” tab
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5. Import the root certificate using “Actions\Import Internet Certificates”
@ Import [ntemet C

File Edit “iew Create BEUdayE Administration People  Help

g ﬁ' i, {} ﬁ} % Adpply Dielegation :T &ll Selected Entries
—  E Edit Directory Prafile
P ) E
QO & | Edit Administration ECL

_,ﬁ{u DEMO Domain - o8t Secure Inkernet Password

&dd Admin Foles to Access Contral List

k il ' i i
ﬁ fFeopielt|y i 1 Remowve Directory Profile nfiguration ]
= UpdateautoDialerSchedule

E j Se en

= @ Builg

v C@ Domino Direc

5l

= » ([ DEMO's [

\'l') > IS(,?%F'EDD
i Grou

@ y £ MaiI-I[

- Palici
Settiv

_“'l Eerlif 2 iew Cptions »
& ai e Info
r@, D coess Groups

6. Import the pfx-file you exported above as a PKCS#7 file so only the public key of our root
certificate is imported

Select Import File Format m

() Binary encoded ¥.509
) Base 64 encoded 509
() PKCS 12 encoded

(=) PKCS 7 encoded

Cancel
7. Refresh the view and locate the imported certificate in the view

People & Groups l FI|ES] Server... ] Meszaging... I Hepllcatlon] Canfiguration I

Server: serverl JExample
Build V851_08092009 an ‘Windows/ =P 5.1 Intel Pentiurn

4 Q% g&m[')”EDMDD"ZC[‘;;SW (@) add Certifier (F)Edit Certifier () Delete Certier (&) Copy to Persanal &
v & Pecple lssued By lssued Ta
R G'D_UDS # Internet Certifiers
> @ Maikin Databazes and R S DK
¥ Policies 7 OnTime
Sett!r?gs 7 Root Certificate Autharity
[z] Certificates Root Certificate AuthoritdOnTime/DK
@ At Language Info Ebd8)l =cortificate Gitvctrenter defOl1I=TC TenstCentdr Class 0 CAQ=TC™
@' Deny Access Groups # Erall=cedificate@trustecenter. de/OL=TC TrustCenter Clazs 1 CAMO=TC
» EMaIL=cerificate@trustcenter.de/OU=TC TrustCenter Class 2 CAO=TC™

o

Open the certificate document
9. Cross certify the internet certificate by choosing “Actions\Create Cross Certificate”

File Edit Wiew Create BEEGEGEN Help

Apply Delegation to All Selected Entries

Edit Directory Profile

Edit Administration ECL

Set Secure Internet Password AOnTim... 3
Add Admin Roles to Access Contral List

Remove Directory Profile

UpdateAutoDialerschedule

Creat: ate

7 TERNET CERT

Export Internet Certificates

& Cateqorize
QD Baszics l Recovery Edit Dacument Administration ]
= Send Document
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a. Inthe "Create cross certificate” dialog choose your root certificate and select OK.

Create Cross Certificate

‘what certificate do you want to crozs certify?

b. Make sure you cross-certify the internet root certificate on the server and using a
organizational or organizational unit certifier depending on your needs. Do not cross
certify using your personal user id.

AEnample
Server... server] /Example
Subject name Rioot Certificate Autharity/OnTime/ DK, '
Subject alternate names
Fingerprint 9816 B3BE SB4E EL15 D051 1DD3 7790 EEEE
E xpiration date 30-10-201915:22:51
Crozz certify | Cancel |

10. Refresh the view and make sure your internet certificate has been cross certified by the

7 |E
< JP
]
#Internet Cross Certificates
# Example

Ruoot Certificate AutharibOnTime/DE

hlak o
T P

Use policies to push the internet cross certificate to users

1. Open Domino Directory and switch to the ”Policies” view under "People & Groups”

2. Wait a little while until the view indexes are updated. To force an update press Ctrl-Shift-
Fo.

3. Create a new policy. For this example create it as an explicit policy and give it a name
(“Demo explicit policy”)

Policy

Bazics l F'olic;-.u’-‘-.ssignment] Palicy Precedence | Commentz | Administration

Folicy name: "Dero Explicit Palicy 4
Folicy type: rEpricitJLl
Degcription: T
Categorny: rJ
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4. Create a Security Settings document a give it a name
a. Change to the “Certificates and Keys” tab
b. Scroll to the bottom and in the “Administrative Trust Defaults” section click the
“Update Links” button.
c. Choose “Select Supported” click OK
d. Inthe “Select the certificates to trust” dialog switch to the “Internet Cross
Certificates” tab and select the internet cross certificate we created above.

Earliest allowable key creation date: o
Select the certificates to trust | x|
Spread new key generation for all us| Nntes Cross Certificates | Internet Cross Certificates | Internet Certifiers
rmany days: I | ] Oighd 3
Select Al
-~
I aximurm number of days the old kef [vi.Bnot Certificate Authority/On Time/DK 2 ) Canis

remain valid after the new key has be d-':,]

Encryption requirements

‘Warning Period:

Custorm Warning Meszage:

[T Enable OCSP checking

Update Link:s, | [\D
W

e. (Optional) Change to the “Signed plugins” tab and specify settings for how the Notes
client should handle installation of unsigned and/or untrusted Java extensions. |
recommend not allowing installation of unsigned and untrusted Java extensions for
end-user environments

Security Settings : Explicit Provisioning Policy - Security

Basics l Pazzward Management l Execution Control List] Kevs and Certificates ] Signed Plug-ins | Portz

Installation of plug-ins that are " Mever install ;= [~ Dan't setvalu
expired or not vet valid:

Installation of unsigned plug-ins:  * Mever install 5= [~ Don't setvalu
Inztallation of plug-ing signed by " Never ingtall 5= [~ Don't setvalu
ah unrecoghized antity:

TrustIEM plug-in signing T Ahivays trust for install 5= [~ Don't setvalu
cetificate:

lgnore expiration for time T alhways install 5 [=] [~ Dan't setvalu

stamping certificate:

f. Save and close the Security Settings document
5. Assign the policy you created to a user and make the policy apply to the user. Applying an
explicit policy to a user is done on the “Administration” tab under “Policy Management” on
the Person document in the Domino Directory.
Please note: After applying/changing a policy for a user it may take some time for it to take
effect. To speed things up you may want to perform the following steps:
a. Open the personal name and address book of the user you’re applying the policy for.
b. Switch to the hidden ($Policies) view and delete all the documents in the view. If
soft-deletions are enabled be sure to also empty the Trash.
c. Restart the Notes client.
d. Authenticate to the home server and open the mail database on the home server.
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After the policy has been applied you should see the internet cross certificate in the personal
name and address book of the user

Q Admin's Contacts - Advanced\Certificates - IBM Lotus Notes

File Edit VYiew reate Actions Tools ‘Window Help
o i='§ Admin's Contacts - Advanced:Certifi..  x -
H-a@ese=2EBRED

Advanced ) New= [ Edit 5L morew
issued By Jissued To
b Internet Certifiers
Haceounts ~ Internet Cross Certificates
T connections ¥ (Exarnple
= Lacations Root Certificate AuthoritdOnTimelDK
T Cerificates
= International Mlh@eﬂings
£l contacts

Sign the features and plugins and import into the update site

1.
2.

3.

ok~

6.

Open a Command prompt

Change to the directory where you have an Eclipse update site on disk containing the

features you would like to install

Sign the features and plugins using jarsigner.exe and the Java keystore you created earlier
a. For each of the JAR-files (for features and plugins) run jarsigner.exe using a syntax

similar to this:
jJarsigner —keystore <path to Java keystore> -storepass <password of Java keystore>
<path to feature/plugin to sign> <key alias>

Example commands for signing two features and two plugins:

Jarsigner -keystore d:\work\keystore.jks -storepass password

com. lekkimworld. testupdatesite\plugins\com. lekkimworld.testpluginl_1.0.0.jar
signerkey

Jarsigner -keystore d:\work\keystore.jks -storepass password

com. lekkimworld. testupdatesite\plugins\com. lekkimworld.testplugin2_2.0.0.jar
signerkey

jJarsigner -keystore d:\work\keystore.jks -storepass password

com. lekkimworld. testupdatesite\features\com. lekkimworld.testfeaturel_1.0.0._jar
signerkey

jJarsigner -keystore d:\work\keystore.jks -storepass password

com. lekkimworld. testupdatesite\features\com. lekkimworld.testfeature2_2.0.0_jar
signerkey

Switch to Notes and open the Eclipse Update Site database you created above

Click “Import local update site” and browse to the path where the site.xml of the Update
Site on disk is stored and click OK. The plugins and features are now imported into the
Notes database.

\f Update Site & Import Local Update B\to: port Features... @\mpon Database..
Al

Update site g

Import Local Update Site

= By Provider

000 Categories

'.;B Feat To impon an existing Update Site, click the Browse... button
gatres \f and zelect the site.xmil file of the update site you want to import:

= Plugins

ik

=2

~
Fragments 2
Packages sitexml |d ‘javaextensionlcom lekkirmworld testup!ﬂates\tf Browse.
D Activity Logs
Itis safe to re-import already imported Update Sites

Existing features and pluging will only get updated if they have
changed since the last impaort.

q E{i}k’? Cancel

Write/update your widget descriptor and make sure the widget descriptor contains the
correct URL address for the update site. Use “Actions/Show URLSs...” in the Eclipse Update
Site database to see the URL of the update site.
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Import widget into the widget catalog

1. Open the widget catalog database you created above and create a new widget
2. Specify a name, a description, a category and attach the widget descriptor for you Java

extension
P .
. % | Prebaked Java Extension
Title: |F'rebaked Java Extension
Categorny: " Prebaked Wwidgetz g =]
PlaﬁDFerJﬂ
[T Content Tupe W Component
[T Recoagnizer W Plugin and Features
Description

The Dezcription field iz uzed to provide a short dezcription for thiz widget. Thiz zhort description iz
ar .

Prebaked Java Extension

Attachment

Click the button to chooze wour XbL file from vour local file systern. The path to your file will appear
cloze your document, f vou wizh to remove the currently attached file, simply click the "Remove” by

& Remove.. extenzion.xml

D - extension.xml

3. Make a note of the category name as you’ll need it when creating the Desktop Settings
document below. Here we use “Prebaked Widgets” as the category name.
4. Save and close the widget document.

Extend policy with a Desktop Settings document to provision
Java extensions to end-users

1. Switch to the Domino Administrator client
2. Switch to the policy view edit the policy you created above
3. Create a new Desktop Settings document and give it a name
a. (Optional) On the”Basics” tab
i. Check ”Allow user initiated updates”
Please note: This will enable the File/Application/Install menu options in the
Notes client
b. On the "Widgets” tab
i. Specify the server for the "Widget catalog server” incl. “Set value and
prevent changes”
ii. Specify the filename for the “Widget catalog application name” incl. ”Set
value and prevent changes”
iii. Specify the name of the widget category you created above in the “Widget
categories to install”
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iv. (Optional) Specify that the MyWidgets sidebar should be shown to the end
user incl. “Set value and prevent changes”.

Desktop Settings f

&
Bazics l Smart Upgrade ] Applications l Widgets ] Dial-up Connections | Accounts | Mame Servers l SSL] AppletS#

|

Wwidget catalog server: "server] {Example ISet value and prevent changes w | T Inherit .’
Widget catalog application Twidgetcatalog.nef | !Set value and prevent changes v"! ™ Inkerit ;
name: : - -
“wWidget catalog categoriesz to © Prebaked Widgsets [ Inhert -
install:

Enable Live Text: "Enable 5] ™ Inherit r
Show the by Widgets panel in " Yes 4= ISetvaIue and prevent changes v:l r Inherit{
the sidebar: . =

Reztrict the addition of widgetz * Dizable =] [ Inherit L
to specific trpes: E
Restrict provider |Ds for "Dizable =] ™ Inherit

\\_igztﬂallWo e?ﬂ?w-w" ‘4&4’ "’* f"‘-.__\,\"‘*._\ J\\f““wﬁ -
c. (Optional) On the”Custom Settings” tab (scroll all the way to right using the small
arrows)

Please note: This setting is required to make the install transparent. If this setting is

not set the user will see a dialog appear during the Java extension provisioning and
installation.

Desktop Settings
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Canc; )
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<< Remove
Flug-in name ‘mg gelipe L kah&nch‘ ‘ << Remove all
™ Enforce
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Specify values...

£

&4

Online +

i. On the "Managed settings” sub-tab

1. Click "Edit list...” and fill the fields
a. Item: RUN_IN_BACKGROUND
b. Value: true
c. Plug-in name: org.eclipse.ui.workbench

2. Click “Add/Modify Value”

3. Click OK

d. Save and close the Desktop Settings document

7. Select the Desktop Settings document in the policy
8. Save and close the policy
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9. Make sure the changed policy is applied to the user (see above for pointers on how to speed
this process up).

Now when you restart the Notes client the policy should be applied and the signed Java extensions
should be provisioned to the user and installed in the Notes client silently.
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